
OT Asset Management, Vulnerability Management, and a host of
additional features. Developed by Control Systems Experts, our software
is designed to meet the unique needs of Control Systems professionals.
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Contact us
+1 508-446-3393

sales@abeware.com
www.abeware.com

ABEGuardian
Full visibility of your ICS/OT Systems in one centralized location



Identify
Centralized management solution to help
manage IT and OT resources from a single
interface, using a simple interface that makes
your job easier.

Evaluate
Find all valuable assets across the organization
that could be harmed by threats in a way that
can results in a monetary loss.

Respond
Quickly act againts detected malicious threats
with the help of the an advanced Alert System.

Report and Alert
Monitor all devices proactively to guarantee the
best practices defined are being enforced
throughout the plant. When an event is detected
it will generate an Alert that can notify the user in
the application or by email.
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Detect
Analyze the entirety of your plant Ecosystem to
identify any malicious activities that could
compromise the network or the integrity of the
System.

ABEGuardian helps Control Systems Engineers
identify, evaluate, respond and report on software
insecurities and misconfigurations of endpoints.
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Multi Site
Support

M A N A G E  A L L  Y O U R  S I T E S

F R O M  A  S I N G L E  L O C A T I O N ,

W I T H  A  F U L L  V I S U A L I Z A T I O N

O F  Y O U R  A S S E T S  A N D

T H R E A T S

Manage Conditions and Alerts
M O R E  T H A N  7 0  C O N D I T I O N S  A N D  A L E R T S  C A N  B E  M A N A G E D  L I K E

P R O C E S S  A L A R M S ,  W I T H  A C K N O W L E D G E ,  S H E L V E  A N D  I G N O R E

C A P A B I L I T I E S .  S T A Y  O N  T O P  O F  A L L  E V E N T S  A N D  M A K E  S U R E  N O T H I N G  I S

L E F T  B E H I N D .  U S E R S  C A N  A L S O  C R E A T E  T H E I R  O W N  C U S T O M  A L E R T S  A N D

C O N D I T I O N S  A D D I N G  I N F I N I T E  C A P A B I L I T I E S  T O  T H I S  M O D U L
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Manage Vulnerability Exposure
D E T E C T  A N D  M A N A G E  V U L N E R A B I L I T I E S  A P P L I C A B L E  T O  D E V I C E S  I N  T H E

P R O C E S S  N E T W O R K  B Y  C R O S S  R E F E R E N C I N G  N I S T . G O V ,  M I C R O S O F T  A N D

V E N D O R  D A T A B A S E  I N F O R M A T I O N

Vulnerability Dashboard
M U L T I P L E  D A S H B O A R D S  A V A I L A B L E  T O  K E E P  T H E  V U L N E R A B I L I T I E S  U N D E R

C O N T R O L  A N D  F O C U S  O N  T H E  H I G H E R  R I S K  A N D  L O W E R  C O M P L E X I T Y

T H R E A T S
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Condition Monitoring
M O N I T O R  A L L  A C T I V E  C O N D I T I O N S ,  E V E N T S ,  P A T C H  M A N A G E M E N T ,

A N T I V I R U S  D E F I N I T I O N ,  I N S T A L L E D  S O F T W A R E S  A N D  M U C H  M O R E

Compare Sites and Plants
C O M P A R E  S I T E S  A N D  P L A N T S  U S I N G  T H E  O V E R V I E W  C A R D S .

T H I S  I N C L U D E S  A  S U M M A R Y  O F  T H E  M O S T  I M P O R T A N T

M E T R I C S  C A L C U L A T E D  B Y  A B E G U A R D I A N
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GPO Monitoring
B E  S U R E  A L L  S E R V E R S  A R E  U P  T O  D A T E

W I T H  G R O U P  P O L I C I E S  A N D  T R A C K  A N Y

C H A N G E S  T O  T H E  P O L I C I E S  A S  T H E Y

H A P P E N  T O  A V O I D  M A L I C I O U S  A C T I O N S

G O  U N N O T I C E D  F O R  T O O  L O N G

External Devices Management
T R A C K  U S B  E X T E R N A L  D E V I C E S  A N D  S T O R A G E ,  F L A G  D E V I C E ’ S  A S  S A F E  O R

U N S A F E  A N D  C R E A T E  A L E R T S  W H E N  U N K N O W N  O R  U N S A F E  D E V I C E S  A R E

A C C E S S I N G  Y O U R  N E T W O R K S
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Remote View & Recording
T H I S  F E A T U R E  A L L O W S  T H E  S Y S T E M  E N G I N E E R  T O  E A S I L Y

M O N I T O R  A N Y  S E R V E R  W I T H I N  T H E  N E T W O R K S  T H A T  R E P O R T

B A C K  T O  A B E G U A R D I A N .   T H I S  C A P A B I L I T Y  H A S

D E M O N S T R A T E D  I T S  V A L U E  I N  T R A I N I N G  A N D  I N C I D E N T

S C E N A R I O S .   

Lifecycle Management 
L I F E C Y C L E  M A N A G E M E N T  H E L P S  S Y S T E M  E N G I N E E R S  E F F E C T I V E L Y

M A N A G E ,  O P T I M I Z E ,  A N D  M A K E  T H E  R I G H T  D E C I S I O N S  A C R O S S  T H E  E N T I R E

L I F E S P A N  O F  P R O D U C T S ,  A N D  S Y S T E M S .  T H I S  F E A T U R E  H E L P S  W I T H

O V E R A L L  E F F I C I E N C Y ,  S U S T A I N A B I L I T Y ,  A N D  S U C C E S S .   
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Inventory Management
D I S C O V E R  A V A I L A B L E  O T  D E V I C E S ,  V E N D O R ,  M O D E L ,  F I R M W A R E ,  R E V I S I O N

A N D  S T A T U S .  D E T E C T  D E V I C E S  N O T  R U N N I N G  P R O P E R L Y  A N D  W I T H

P E N D I N G  U P D A T E S

Multi Vendor
Support

A B E G U A R D I A N  S U P P O R T S  S C H N E I D E R

F O X B O R O ,  H O N E Y W E L L  E X P E R I O N  A N D

E M E R S O N  D E L T A - V  S Y S T E M S ,  B E S I D E S

M A N Y  M O R E  O T / I C S  V E N D O R S .
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Deployment Manager
S I M P L Y  D E P L O Y  W I N D O W S  P A T C H E S ,  W I N D O W  D E F E N D E R ,

M C A F E E U P D A T E S ,  A N D  A N Y  C U S T O M  U P D A T E S  S I M P L Y  F R O M  D E P L O Y M E N T

M A N A G E R .  D E P L O Y  T O  I N D I V I D U A L  S T A T I O N S  O R  T H R O U G H  Y O U R  E N T I R E

I N V E N T O R Y .   S E L E C T  F R O M  A B E G U A R D I A N  S E R V E R  L I S T ,  O R  U P L O A D  Y O U R

O W N  F I L E S .  



Credential Monitoring
Monitor all logins, log outs, failed login attempts,
current users logged in, all credential properties,
locked accounts and expired passwords.

File Tracking
Select folders and file types to track. Monitor
changes, deleted and created files on chosen
devices.

Hardware Management
Monitor CPUs, Motherboard, Memory, Hard disk of
all Assets and detect unusual behaviors.

Security Monitoring
Track Firewall Settings and rules as well as
Antivirus configuration (including Windows
Defender), detected threats and much more.
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Services and Process Monitoring
Monitor and Track changes in Services and
Processes to detect unwanted changes and
unauthorized processes.

Additional features:

Query Tool
Create queries across the whole system in a
centralized location. This allows users to expand
the capabilities of ABEGuardian beyond existing
features (secure RESTful API available for sharing
data to other applications).

CISA & NIST Alerts and Advisories
Automatically collect, detect and alert of specific
CISA (Cybersecurity & Infrastructure Security
Agency) alerts and advisories.

Backup Monitoring
Monitor backup status and last run time to allow
a complete visualization of all backup tool status
across the plants.

Patch Approvals by Vendor
Import vendor specific patch approvals to
monitor which patches are allowed to be
installed.

RESTful API for data exchange
Create secure views and share any data
collected by ABEGuardian with 3rd party systems
using our RESTApi interface in a secure and
control way.

Syslog Server
Collect and historize Syslog messages from
multiple devices. Monitor specific events and
generate alerts and conditions.

Custom Dashboards
Create custom web dashboards with your data.
Dashboards can be shares and also embedded
into your own webpage or intraweb.
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CALL, TEXT OR EMAIL:

+1 508 446-3393
www.ABEware.com
sales@abeware.com

ABEGuardian
ICS/OT Asset Management Security made simple

ABEGuardian gives you Full visibility of your ICS/OT Systems in one
centralized location


